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Information Technology Security

8045.S200  Malicious Software Protection 

Implements: CSU Policy #8045.0 
Policy Reference: http://www.calstate.edu/icsuam/sections/8000/8045.0.shtml 
 

1.0 Malicious Software Protection  

1.1 All campus information systems must be secured with current versions of campus approved anti-malware 
software unless otherwise authorized by the campus.  

1.2 Campus approved anti-malware software must 

a) be capable of detecting, removing, and protecting against malicious software, including viruses, 
spyware, and adware 

b) scan all data in “real time”, including data which is both stored and received by the information 
system, before data files are opened and before software is executed 

c) be capable of tracking and reporting significant actions taken by the software (e.g., deleted or 
quarantined malware) 

d) check for and install updates and signatures at least daily  

1.3 Unless appropriately authorized, users must not bypass or turn-off anti-malware software installed on 
campus information systems. 

1.4 Each campus must develop and implement controls to filter and limit unsolicited e-mail messages (e.g., 
spam, phishing, malware-infected, etc.). 
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