Lost or Stolen Mobile Device – What do I do?
Start this process immediately when you suspect your Smart Phone is lost or stolen.  
1.
Wipe Your Phone:  Instructions are below for accessing exchange and wiping your phone. 
2.
Secure Campus Account:  Change your password:  http://www.csusm.edu/password 

3.
Restrict Service:  Notify your carrier that it was lost or stolen.


If it’s a campus-owned cell phone, contact Telephone Services at 760 750-4530


(via Email: tservices@csusm.edu sross@csusm.edu kpendo@csusm.edu)

4.
Report it:  Notify Teresa Macklin in the Information Security Office (macklin@csusm.edu)

Let us know:  
1. Have steps 1 and 2 have been completed?


2.  When was the last date/time you used the phone?


3.  Did you have any “protected” information on the phone?

5.
Replacements – Campus phones
If you do find it, we can un-restrict your phone and your corporate email account can be added.
If you don’t find it, work with your department and telephone services for a replacement.

Wiping a Smart Phone through Exchange

Users have the ability to wipe some models of smart phones on their own. The iPhone and Droid phones and the iPad can be wiped from the owner’s exchange account.  Contact IITS to wipe a blackberry.
Warning: This will reset the phone to factory condition and all apps will be wiped.

1. Log into Outlook Web Access (https://copilot.csusm.edu)
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2. Choose “Options” from the upper right.
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3. Click “Mobile Devices” on the left side.

It will list the devices that are/were attached to your account. To wipe the device, choose it and click “Wipe All Data from Device”. If you just want to remove the device from the list or if you recover your phone and want to reactivate it, you will need to click “Remove Device from List”. 
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The server sends a command to the phone. If the phone is off, nothing will happen until it is turned back on.  An e-mail is sent when the wipe has been completed and the page on Outlook Web Access will be updated to reflect a successful wipe.

