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Course Outline: MCS 611 Intrusion Detection and Incidence Response (4)

Course Description:

Focuses on investigating threats against computers and network systems. Covers principles and
techniques of intrusion detection such as network traffic analysis, packet analysis, application
protocol layer for common protocols and log analysis. Evaluates the use of intrusion detection
tools and services.

Topics include: intrusiondetection such as network traffic analysis, packetanalysis, application
protocol layer for common protocols (HTIP, SMTP,DNS,etc)and log analysis. We will
review and use typical open source intrusion detection tools such as Snort, Wireshark,
tcpdump,etc. We will also review the function and implementation of proprietary Intrusion
Detection applications and services. Emphasis is placed on investigation, analysis and outcome
reports.

Prerequisite:
All four MCS 500 level courses.

3 unit lecture and lunit Jab

Materials: Applied Network Security Monitoring: Collection, Detection, ond Analysis, Chris
Sanders and Jason Smith, Syngress; Pl edition {ISBN978-0124172081)

Detailed Topics:
e Network Architectures
e Review/Overview TCP/IP communications- encapsulation, routing, addressing
e 1Pv4 and 1Pv6 protocols, headers
e Network traffic collection
e Network Traffic Analysis
e Fragmentation, checksums
e layers 2 and 3 attacks (e.g. ARP spoofing, fragmentation attacks)
e Common analysis tools (e.g. wireshark, tcpdump}
e Analysis of flow data
¢ Application Protocols
e Common network application protocols (e.g. DNS, SMTP, HTIP}
e Common attacks, e.g. DDoS, TCP reset, MiM
e DNSand DNSSEC
e Intrusion Detection Tools and Products
e Open source tools (e.g. Snort, Bro)
e Commercial tools (e.g. Palo Alto, Cisco, Juniper)
e Attack Cases Studies
e Analysis of recent network attacks
elogging & log Analysis
e Fundamentals of log analysis
e Types, formats of typical log files
e Analysis tools and utilities, syslog servers, regular expressions
eIncident Handling and Reporting
e Fundamentals of incident response
e Evidence, analysis and incident report writing



In the laboratory sessions, students will learn to use the tools open source and/or vendor-
provided tools.

Student learning outcomes:
Uponsuccessful completion of the course, students will be able to:

1. Understand and identify threats against computers and network systems.
2. Analyze and evaluate network traffic, system logs.

3. Describe principles of incident response and incident management.

4. Develop incident reports and analysis presentations.

Typical Evaluation Components

Quizzes 25%
Hands-on Assignments 25%
In-class labs/participation 25%

Final Exam/Project 25%




