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Cybersecurity Safety

▪ Social Engineering

▪ Phishing/Fraud

▪ Malware

▪ Staying safe out there
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Social Engineering

▪ Definition: use psychological manipulation to 

trick people into to performing some action

▪ Examples: 

▪ Phishing

▪ Getting access to information assets

▪ Delivering malware
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Phishing

▪ Phishing – the practice of sending fraudulent email 

to get the victim to reveal information or take 

some action

▪ Historically - reveal personal info – account info, 

password, etc

▪ Now – click fake link to get payment or password
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Phishing Message Characteristics 

▪ Phishing: Attempts to induce people to reveal confidential information.

▪ Characteristics:

▪ Urgent – “Your account will be deactivated!”

▪ “Look-alike” – email will appear to come from a known sender.  It 
will use their logo, graphics, etc.

▪ Scam – the “Nigerian Prince” scenario

▪ Threat – the “IRS Notice” or similar

▪ Tech Support – “Your computer is infected!”
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Phishing for Credentials – Why?

▪ With your username and 

password:

▪ Access to current system

▪ Will it work on google? 

Amazon? E-bay?

▪ Can your system be used for 

fraud?

▪ Send millions of phishing 

messages from your account?

▪ https://haveibeenpwned.com/
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Phishing for Dollars – Fraud (Phraud?)

▪ Common among students – the “work part 

time” scam

▪ Criminals “hire” student to do admin work

▪ Send student check to be deposited in students 

account

▪ Asks student to disburse funds in various ways

▪ Deposited check is canceled, student is out the 

money
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Phishing – Urgent Problem
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Malware – Why?

▪ “Pwn” your computer systems to

▪ Harvest your data

▪ Make your computer part of a “botnet”

▪ Use your computer to mine bitcoin

▪ Ransomware

▪ May threaten to publish your data or

▪ May encrypt your data and require you to 

pay to receive the encryption key
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Malware by Email
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Protecting Yourself:

Interacting via Email, Voice

▪ Phishing and Fraud:

▪ Don’t open attachments from strangers

▪ Don’t click links from strangers

▪ Use your browser to “hover” over links before you click them.  If they look weird, treat them as 

bad.

▪ Don’t write back to the sender to see if it was a real message!  

▪ Golden rule: If you didn’t expect it, it could be phishing or fraud

▪ Strangers on the internet are not going to offer you jobs, prizes or other good stuff
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Protecting Yourself: 

Your Personal Computer

▪ Install and maintain an anti-virus program

▪ Install every security update – java, adobe, operating system… all of them.  Every time.

▪ Look for and avoid those phishing messages (and phone calls!)

▪ Use a unique password everywhere

▪ Use a password manager program

▪ Enable multi-factor authentication everywhere

▪ Don’t give out your password!

▪ Be careful about connecting to unknown wireless networks
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